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OBECHEYEHUE KWUBEPBE30NACHOCTH CUCTEMBI
«MHTEPHETA BEHIE» C HOMOIbIO TEXHOJIOTHU
PACHIPEJEJNEHHOTO PEECTPA (B UHTEPECAX PA3BHTUS
MEXAYHAPOIHOI'O COTPYIHUUYECTBA
B COEPE OBPA3OBAHMS)

Ifonosunxuua B.B., Crenanos A.B., Cyxorepun A.JL
Textonoruueckuii ynugepcurer, r. Kopones, Poccus

B naHHol crarbe paccmarpuBaeTcs npoGieMbl COBEPLIESHCTBOBAHHS
ofecneyeHHs 3aLuThl MHPOPMALIUH loT-ycTpoiicte B MHTepecax pa3suTis
MENCIYHAPOAHOro cOTpyaHH4ecTBa B chepe obpasoBanus. s peienus
npobembl MpeanaraeTcs MCMosb30BaTh TEXHOMOTHIO pacrnpeeneHHoro
peecTpa. DTa PEBOMIOLMOHHAS TEXHOMOTMS ABTOMATHUECKH COXpaHser
AaHHbIC B pa3HbiX MECTaX, a He B OJHOM LEHTPalbHOM XpaHMIHLLE,
~Gnaronaps semy obecneunBaercs Gonee BbICOKMIA YPOBEHL 3aLUKMThI ITHX
AaHHbIX. TTOCKOMbKY pacnpeneneHHbIi PeecTp yCTpaHseT HeoBXomMMocTh
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R MHTErPALMHK 1aBHOTO YNPABIEHHs B CETH MHTEpPHETa Beulell, Takue ceTH
MOPVT 3aLLiMLuAThL cebd caMM. YCTpoHCcTBA MHTEpHETA BEWIEH, 00 LEANHEHHDIE
8 OAHY TIpyrmy, MOryT aBTOMAaTM4YeCKH nNpuocTaHaBiuearth paboTy
"I OTNPABNATL YBEAOMJIEHHE [10/b30BATENsIM, €Cld WM HeoGXOAMMO
BLIMOIHATL  MOMO3PUTENILHBIE 3a[auk, KOTOPbiC BLIXOASAT 33 pPaMKH HX
cOblYHOTO (pyHKLIMOHANA. B pesynbrare 9T0 MOXKET CYLUECTBEHHO NOBBICHTD
pPexTHBHOCTL  obecredeHust KHOEPBE3ONACHOCTH — MEXCLYHAPOIHOTO
corpyasudectsa BY3oB B chepe obpazosarus.

KmoueBbie caoBa: 3awimta  uHQOpMaLMu, KuOepOEe30nacHoCTS,
HHTEPHET BELUEH, MENCIYHAPOAHOE COTPYAHHUYECTBO

ENSURING SECURITY OF «INTERNET OF THINGS» SYSTEM BY
MEANS OF DISTRIBUTED REGISTRY TECHNOLOGY
(FOR DEVELOPMENT OF INTERNATIONAL COOPERATION
IN THE EDUCATION FIELD)

Polovinkina V.V., Stepanov A.V. Sukhoterin A.L
University of Technology, Korolev, Russia

This article addresses the challenges of improving the provision
of information security for IoT devices in the interest of developing
international cooperation in the field of education. To solve the problem,
it is proposed to use distributed registry technology. This revolutionary
technology automatically stores data in different locations, rather than in
asingle central repository, thereby providing a higher level of protection
for this data. Because a distributed registry eliminates the need to integrate
the main control on the Internet of Things, such networks can protect
themselves. loT devices combined into one group can automatically pause
or send a notification to users if they need to perform suspicious tasks that
are beyond their normal functionality. As a result, this can significantly
improve the effectiveness of ensuring the cybersecurity of international
cooperation of higher education institutions of information-in the field of
education.

Keywords: information security, cybersecurity, Internet of things,
international cooperation

[TosgBnenre MOOGMABLHOTO coenrHEHUs N4TOro nokonenus 5G CHbHO
yexoput poct loT-yerpoiicts. Tlockonbky cereBbie coeauHeHHs ceituac
00x0AATCA AELIEBO M LLIMPOKO PaClpOCTPAHEHbI, MOABUIACL BOSMOKHOCTS
NOBCEMECTHO pa3sMeLlaTh AaTur Ky — QopmMupyeTes roGanbHas d3KOCHCTEMA
BCTPOEHHOW 3AEKTPOHKKH, KOTOPYIO TPYAHO 3alWTUT.
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